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Data Protection Policy
Ibadat International University Islamabad
1. Introduction

Ibadat International University Islamabad recognizes the importance of protecting personal and
institutional information and is committed to ensuring the privacy, confidentiality, integrity, and secure
management of data. This Data Protection Policy establishes the principles and procedures for the
responsible collection, processing, storage, use, and sharing of personal information belonging to
students, faculty, staff, researchers, and other stakeholders.

The policy is aligned with internationally recognized data protection principles, including those
reflected in the General Data Protection Regulation (GDPR), and applicable national data protection
requirements.

2. Purpose of the Policy
The purpose of this policy is to:

o Ensure responsible handling and protection of personal data.

o Safeguard the privacy rights of individuals.

o Establish clear responsibilities for data management.

« Prevent unauthorized access, disclosure, misuse, or loss of information.

« Promote a culture of data security and confidentiality across the university.

3. Scope of the Policy
This policy applies to:

« All faculty members, administrative staff, researchers, and employees.

o Students and other university stakeholders.

o All departments, offices, and administrative units.

« Digital and physical records maintained by the university.

« Information systems, databases, and online platforms operated by the university.
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The university follows the following principles for managing personal data:
4.1 Lawful and Transparent Processing

Personal data shall be collected and processed through legitimate procedures, and individuals shall be
informed about the purpose and use of their information.

4.2 Purpose Limitation

Personal information shall only be collected and used for specific academic, administrative, research,
or operational purposes.

4.3 Data Minimization

The university shall collect only the information necessary for achieving the intended purpose.

4.4 Accuracy of Information

Reasonable measures shall be taken to ensure that personal information remains accurate and updated.
4.5 Secure Data Storage

Personal and institutional data shall be stored securely through appropriate technical and
administrative controls.

4.6 Confidentiality and Integrity
Data shall be protected against unauthorized access, alteration, disclosure, or misuse.
5. Types of Data Collected and Managed
The university may collect and process the following categories of information:

o Student admission and academic records.

o Employee personal and employment information.

o Financial and administrative records.

e Research-related information.

o Communication and service-related information.

« Digital system usage records where required for security and operational purposes.
6. Roles and Responsibilities

6.1 University Management

The university management is responsible for ensuring effective implementation of data protection
measures and providing necessary resources for information security.

6.2 Departments and Offices
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Departments shall ensure that data under their control is collected, processed, and maintained
according to approved procedures.
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6.3 Employees
All employees are responsible for:

o Protecting confidential information.

« Using university data only for authorized purposes.

« Following data protection and cybersecurity procedures.

« Reporting any suspected data breach or unauthorized access.

6.4 Human Resource Department

The HR Department ensures that employees are informed about their confidentiality and data
protection responsibilities. At the beginning of employment, employees are required to submit an
affidavit/undertaking confirming their commitment to follow university rules, regulations,
confidentiality requirements, and ethical standards.

7. Data Security Measures
The university implements appropriate security measures, including:
o Controlled access to information systems.
o User authentication and authorization mechanisms.
o Secure digital storage systems.
e Regular data backup procedures.
« Protection of electronic and physical records.
« Monitoring and maintenance of cybersecurity practices.
8. Access and Use of Personal Data
Access to personal information is provided only to authorized individuals who require the information
for legitimate university responsibilities. Employees and users accessing institutional data must
maintain confidentiality and shall not share information without proper authorization.
9. Data Sharing and Disclosure
Personal data may only be shared:
o For legitimate academic, administrative, or legal purposes.
o With authorized regulatory bodies where required.

e Through approved communication and data-sharing procedures.

The university ensures that external sharing of information does not compromise privacy,
confidentiality, or security.

10. Data Retention and Disposal



IBADAT

w INTERNATIONAL
i — UNIVERSITY —

g ' GreenMetric
..."‘-“ui’.. ISLAMABAD
The university retains personal information only for the period required for academic, administrative,
legal, or regulatory purposes. When information is no longer required, it shall be securely disposed of

through appropriate procedures.
11. Data Breach Management

The university maintains procedures for managing data security incidents. In case of a suspected or
confirmed data breach:

o The incident shall be reported to the concerned authority.

o Appropriate investigation shall be conducted.

o Necessary corrective actions shall be implemented.

« Preventive measures shall be strengthened to avoid future incidents.

12. Awareness and Training
The university promotes awareness regarding data protection and cybersecurity through:

o Employee orientation programs.

« Awareness sessions and training activities.

o Communication of data protection guidelines.

« Encouragement of responsible digital practices.

13. Policy Review and Continuous Improvement

This policy shall be reviewed periodically to ensure alignment with technological developments,
regulatory requirements, and institutional needs. Improvements shall be made to strengthen data
protection, cybersecurity, and privacy practices.

Description:

Ibadat International University Islamabad has established a comprehensive Data Protection Policy to
ensure the secure, ethical, and responsible management of personal and institutional information. The
policy reflects the university’s commitment to protecting the privacy, confidentiality, and security of
data belonging to students, faculty, staff, researchers, and other stakeholders.

The policy provides a structured framework for the collection, processing, storage, access, sharing, and
disposal of personal data in accordance with internationally recognized data protection principles,
including the principles of the General Data Protection Regulation (GDPR) and applicable national
data protection requirements.

The university ensures that personal information is handled transparently and only for legitimate
academic, administrative, research, and operational purposes. Appropriate technical and administrative
measures are implemented to protect data from unauthorized access, misuse, loss, alteration, or
disclosure.

Key elements of the Data Protection Policy include:

« Confidentiality and Privacy Protection: Ensuring that personal and institutional information
remains confidential and accessible only to authorized personnel.
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Secure Data Management: Implementation of secure digital systems, controlled access
mechanisms, authentication procedures, data backup, and cybersecurity measures.
Responsible Data Processing: Collection and use of information based on defined purposes,
accuracy, necessity, and transparency.

Employee Accountability: The Human Resource Department obtains an affidavit/undertaking
from every employee at the beginning of employment, requiring them to comply with university
rules, regulations, confidentiality requirements, and ethical standards regarding institutional
information.

Data Access Control: Ensuring that access to sensitive information is granted only to authorized
individuals according to their official responsibilities.

Data Breach Management: Establishing procedures for reporting, investigating, and
addressing any suspected data security incidents.

Awareness and Training: Promoting data protection awareness among faculty, staff, and
students through orientation programs and communication of institutional guidelines.

1) Publicly Accessible Data Protection Policy
https://www.ucc.ie/en/ocla/legal-

infocomp/informationcompliance/dataprotectiongeneral/policyandprocedures/dataprotection/

2) Data Protection Notices (including Staff Data Protection Notice)

General Data Protection Notices — UCC: https://www.ucc.ie/en/ocla/legal-
infocomp/informationcompliance/dataprotectiongeneral/dataprotectionnotices/

Staff Data Protection Notice:
https://www.ucc.ie/en/ocla/legal-

infocomp/informationcompliance/dataprotectiongeneral/dataprotectionnotices/staffdataprotectionnoti

ce/

3) Designation of Data Protection Officer / Information Compliance Manager
Data Protection Officer details: https://www.ucc.ie/en/ocla/legal-
infocomp/informationcompliance/dataprotectiongeneral/frequentlyaskedquestions/

4) Data Subject Rights & Consent Principles (in Policy)
As outlined in UCC’s Data Protection Policy under data subject rights and consent sections:
https://www.ucc.ie/en/ocla/legal-

infocomp/informationcompliance/dataprotectiongeneral/policyandprocedures/dataprotection/

5) Personal Data Security Breach Procedure (Example of Operational Procedure)
https://www.ucc.ie/en/media/support/ocla/compliance/gdpr/PersonalDataSecurityBreachManagementProce

duresv2.0.pdf
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